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Abstract: In order to solve the problems of privilege sensitivity protection and the abuse of authorization by the
agent when the device owner delegates authorization in IoT devices sharing environment, a trust-based delegation
mechanism for controllable partial permissions was proposed with the trust access control model and the proxy sig-
nature. This mechanism generates trust values and authorization policies based on the relationship between the users,
and implements controllable partial authority delegation through the proxy signature. According to the security
analysis, the mechanism can meet the security attributes such as verifiability, non-repudiation, distinguishability,

identifiability and non-abuse required by the permission transfer, and ensure the controllable security transfer of the
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device owner's permission. The problem of over authorization of an intermediary agent is effectively prevented.

Key words: devices sharing, delegation authorization, trust value, proxy signature

1 5|

i

W5 A 1% D ) TR T A J R RE T LI SV A
F NATTAT CAAEATART I [a] A 557 {5 1, 95 1)
BHeW S RIS MBS T — AN TTF
TR RIS N AL (R TEAEANTE (R I 45 o AR XA
TR R IL AR, A Al sl LR 5532
BEF IS0y, L5 FA N A AT ) 8t
WHEZES . A, O, Bk, =g,

TE— IR 5 2 1] S i Rt
A& RR IS — AP, RE, B—H
JAA] DU A AT 9 2 K A PR A A% 45 LA T 7.
R P AR i &, Rl Wi-Fiy i
8¢ RFID Kk S 5®RETIM S0, AR5, &
SR FH P (2 e Ak o U T e s

AL R, WARIA L% IS DL 224 )
L] A SRR AN F P 310 55— AN P AR 4%
WHATAE LR B BERA BRI D8 N S e F P R Sy, iy
P AN (0 FH P AT A0RLEE IR U7 Il 2 i AL SR %2
HURITCTESR TR ARAL R - F P A A1
() B AL PRI LA S R T Al ks B2 U I 22 , DRLG
LIV FT IR 2 A B AR PRI 2822 4 ] 7

Sandhul> 5 542 H T P06 IR BB FE T
flu B T —Fh T A R U T P R A, 1Y
TGN T A0 R R S AT 8 26 T A 4 T AL
BB 5, JRRABREZ T (0, H P v
JITAT 5 h FL 53 C 1) A O 3R AAH I R AL B, 1245 284
RN T BRCE BT, B SEBL T
SHZAUKI LI . Zhang 5L A €5 (1 D7 1) 42 7
S TRy R Uy el IR, %05 ST
R SCAR RN A BR (1) U5 ) 5 IR S8 BT VR AT
FHIR R G IR A S 4 O IR S5 R B A, Tl
W RGN P IS R S0E B T AL

BRL A R EEA T 5 S o Fu S VL T 4k (0 U ) 42
S T I I TR T IR 45 R bR D T S O A
JEPEHEAT Rl 2% B AT 2 T i e R B R
I LR GAT AT R, T AE TT T8 A K 1
PS5  SCBLEE T 5 4 A P TR TR 4% 1 7
Ko DM B I E IR, AFEVEZ X B
BT B SRR A L™ s 4K £ H] ™ F U ) B
Fe N s B BITAT B AR T 3t L P 2R 1) B 47 it
A9, Li ST IO E TS, 24 T
FE TS AU ER PR A 58 v o A= P P T 8B4 T B LI 7
%, HAZ OISR AT, HA
BA AR U H AL FEZSFTIRE 1 1) e Kolev! 3@ i A7
PRI AR BB A P BB P A B BUR f ¥ 2y
FC, (AR SRR AT AR L AT R
TEAE AR T B IE T A A0 RLEE 1 ] 15 24T
BRI, A R AR AR L PR A X 46 T AT
F MBUEB AT A i ), iz s i
) [R5 A AT RS ] E R E 1K, AN AT I
Ik

FURU, P IEE R L 2 IO B E BE 4
HIE A T 0 L HEAT B 1P,
Xt I I ) AR AT PR I W] 2 A% 3 ol = AT
IU, BT AT B AR AR BE VT S ok R
N TR R AR AR E o A8 P AR B AL )
IR 199 26 L 5 37 5t rh B IR B P s
HU B, B T R R A AR 1 Z
B 58 =, I R g 4% SR OB B S ™ 189 75 1)
P BB T 22 ARSI AR U
FEGRY IR, ASCEE T B TR AR BT
FEIR B > BURR Ze LR AHLH], B4 A 4 iR 3
Hh ) AL A5 AT 2 G LA N v ) 452 B
B s BT rb e ACE L BE S B ) fl, $R T
Toft B8 A5 A 2 0 U ) 2 BIHL R, A ML AR P 2

2019015-2



“ 42 28 15455 B 2 A AR

CHRE

T COANE AR FE R U7l 425 A, ARk L TR
(¥ A5 AT BRI BE 46 BT AT A e K45 AT 58 B {ELAff o
FEAT 1) s 1) HE P AL, i BL AT B 2B 1k v
() AQ B T B2 A )

2 ETARBMEEERRIKER

FE W] ZEFERBL N e 32 5, B
e BT AT 8 K BB B4 10 E T B AT 45 Rl AR
L i AR R B, [ R ) ACRE ]
LUK B AU B4 I BE ) 4845 & — 2P AR
L, ARUCRHE, TR T WA AR I 2 IR B A% i
eI N, AEAE R A LA 1), Bl
F R ZATRBL RGN, BRES 26 B A 8 Bz 1)
P HARARREBAR, HBGAE F 7 AR R 224,
AR LB, SR B AN AR 2 AF
FERUREZE 1K), FErp R BB T eI S e P
H MR AT i BERBURE IR DRI T 5B
B PITAT B RBUSBUR R, A6 A RS AR LI
JURE TSR (AR A e B . ARSCIR T
— M T ARV RG], LR
FIFE T A AR L R Uy ) s, AR
(5 A JSEMTBE 96 i A 385 O [V A5 R O 2
ARV IR B, AT AT LA 1 fe AR
AL 1)L

FEYIRA R ILER G T, BR&ETAEES
FRR >, s BB E M, JFNAHE
A 3 BEAS R AR, PRI A s bt — 41
BUFR IR 15 ELAEAS A1 0T W (B PR A7 AE R
Z5

AN I 25 BEAS AR 00 I AL B e A%
YR (R AT FEE B (1R S R A BR I BEAARE L, A A5
BEDROR, AROBAEUR, AT 5 P 3kAe 1%
S0 HLIAS AT B R T4 00T I PR AR PR A5 A58 1
EIN AT DO 0. fEASCT &, HAA
AT AT FEA o LA GBI, 3B W] DAk 7K

FOBE ST H AR O A ORI . S
O SINH S O I R R AR R, RinH A 17
A 1R 1) 5 AR R e R A € AR A (5 rp 4 i
SRIA R 15 A B AR, R S8 R e B
AR AL R A5 AT B A, S A BAT H PRI,
HSEIL FRAR U . A SCAE A (0 4k AR Ok &by [ 9F
TR BE A TR, 7R (R RS R
B, TR AR, AR A O A R S
(10055 A I (a4 A B e el R 1 Je R4S T
e AR L A RO I (R8T IR AT BE BEL, R T
HEAT R

EX 1 M4 User = {u,uy,uy,-: fa%&
P AR B i) W& M P s 558 Role =
{1y, 15,0} FIRLBREE Permission = {p,, p,, P, +} :
WA T B AR AR AT 2055 R R AR
syl

EX 2 FHEEESETD=[0,10]: t€TD,
fEEE A S TDT =[0,1.0]; 54T B
RF44 TDTD =[0,1.0] ;. F '~ (U5
JE4E4 URPT < User x Role x Permission xTD , |
(u, r,p,t)eURPT FK-H P u UAGEEERT ¢ 1
FAAREAEMO r RPN p ;s MO8
URL c Rolex Role , & H 2% T 45 I T ik
(IR T A4 o

EX 3 HPmesE: HPrm o
MBSk, B 2 AT, RO
Fic HEOGT A PR BBORS BE RN v 2 HES ), A (i
o B O] AR AN A TR, H 2
AR KA A2 IFH0I, ANRT DAAH B 48K .

DA e L2 A 50 A 0B R )R AT U T
U] T EVCE A R KA R FIA R
(PG AT

MR TR EUEH, 5 EBROE T 4 M,
TEM B KR A Guest. General, Close F
VIP, I, General f1 Close J& 41 fifh. FHfh

2019015-3



®2 W

AT AT AR K I I 8 TRV L) <43

Guest ] LLERIG; T4 FE )4 FI AL p_garage, #1(7
General 3k 4 & /T p_livingroom A1 [ 4 [A]
p_bathroom [ H P, i {4 Close 3k 15 % )7
p_guestroom (K AP, ff (0 VIP K5 4 5
p_studyroom F1F i p_masterroom AR . HA
A0 VIP 1 H T LUk 7K £ (4 Guest. General Fl1
Close (ITARIE . W 1l LLGEH, FRbE—
AN B S 7 ERBAL AR, DRI ok e A A
B BEE 1 LI

F 1 BREHZ/AENRSE
it LR fEAR B
Guest p_garage 0.3
General p_livingroom 0.6
General p_bathroom 0.7
Close p_guestroom 0.8
VIP p_studyroom 0.7
VIP p_masterroom 0.92

el LA O, Mt VIP 2o,
General Fl Close & [F]45 24 (1) Ff (0, A k7R K &R
1% Guest A% M {0 VIP 487K T ffi (% Close
PIFTAALRE, HERTS A Close I P IMEAESE
W TR AR FE A 0.8 4 ] LL 3R 43 B R
p_guestroom, B4 f 4 VIP 4k 7k 2 1) AR
p_guestroom 75 2 E 2 K IF AT FE BIE 2 8
AT AR, BAT Ao L
FOZORI P SRS, W T p B,
SCREEEAE T ACE IR A, PR AT BALIA A 3R 1A
L VIP (7 a] LM AR BIE 0.8 IS 1T
FESRISAUBR p_guestroom, FTLA, JEit£E Bk
FINAG AT JEE BB 0 PR A8 vy 2 A (. 40 R R TR
e ORI B (A5 AT 52 B A A /NS 15 5 SB35 100
o 1 & b7 T BE A CURE 1R A R 3
W, B AR A a2 TR b R AR A R
IR T

General
0.8 0.7
VIP Guest
Close

K1 s RS R B E R

15 HA OB T s M RIS A 10 2 TR R BR 1)
Gk oy R H Bk AR (W1 VIP—Close) |44k 7K
(41 VIP—Close—Guest). HIEREL f(r;,r,)) Fom
A3 Bk AR S AR I A (022 1) 15 AT P52 B A S ik A
M RAT TG AR 2 AN 10 0] AR5 AT B B A
A AR P A B R AR IIE AR R B 2E
PSRN E YAk E |

Jaccum(r,, 7)) = H f(r.,,1),1 € Role

i=n-1,---,0

i, [EECHR VIP—Close—Guest 14
SRR N 0.9%1.0=0.9. T4k, MM
5 MM OAH 2 AR, W VIP-Guest f1
VIP—Close—Guest Il VIP—General»Guest 1X 2 5%
B4, 1R BAUE A I /N SRR AR N I
(A5 AT B A 5 gk R 1o A SO R (AT B I E
TN T B T BB, AR & Ay
BN A I SRR AR T AR X 1% A 10 K 3t LL AR
Fafh, mhol DO Sk 0B, B Ay 3L
PR = A5 A (AR 2 3R A o n] LUK 3R -

BEBD.
3 ETEEERFERS ZIER S

)N a Sl NI BB S BUL
QBB IR M e 32 6, Rz s T
B PITAT B R DI B AT P RACEE,
[AARER D ) P 3 AR, P A v e A
A (R A FEUE IR AT B I ARG, A B
FErp L P AACBEBEA T BB 1A%, e BT A
TS BTN A H . R AR AT A 2K
fif i g A AT H O AR JoVE SR B

2019015-4



<44 . W55 B AR

CHRE

(A7 ) AR BEAT 45 A I, ] DA e
AN P (R EE A DR A R [P, AT ok
BRI H GRS, S TP
FILERGIRE, oAb, m TSI #
s 1) AR EGHE 1 HT 20 == 5 AN NN E 3
2%, PrRAATERAAE HIARC H e A R, 3l
R AR Sy AR/ N E W < (RN S P
e S

TEAZYNIE I B g L2 b 50 TR S TR 1) — A
L L i) B AR S I R T AT AL B PR ] A5 A
s, B Ar SR BT A ) v T AR ) W] 45 2
FEARAL, AR5 & DT A o0 (AR ) 22
FEFRAN T B 2 LA P 5

1) I ZeAE: B Fr AT 0 v (AR R 24
SEAT IS TR BRIy, kI Ze B, e AACRE 4%
BLRE 12 KA

2) Bk A T E AT P AR
JIRBUe B BT & 7T UGS B A PR g H
AT

3) HBIr At TR T AL RS A AR
TR 22 5 1), B T AT & K A o TR AR B )
T P2 2T HAH 3 L AU B

4) HOEH: RICRRL AT # B
BRI, JERT AR AT A AN G 1) v T A

AR AR AL HOR,  Hh A AR
&P FR N RAZBGIE S . P A AR
B AT AR A IR AR G 07 ]
DAY 005 IR 2R AT ] 36 i P FAN AT A5 DA
B[R] Do VAR e AN el s I,
TRV T AT AR R AT 5 2 A i

NN A SCH B A S AT B

| I

ID,: W ARG 0FRi.

T,: WP A AR TR E

Cert,: ' A UES,

H(m): 5%,

Xy, WP ABRRHFAH.

E, (),D,(-): THEINE

Sign(x,m) : R x XHE m 254 .

Verify(y,m, Sign(x,m)) : H 2L S m
(1254

TACHRIN B P IS 5 8 AR A& AT+
HHIARER, P IR s, 1 2 SR A EARA
TPV

FEROR, WZRATRAUN UGS AT I R AR D SRk
T4

1) RESHEM: EH—MKEH p, g
p L ERRE T, & aeZ i a’ =1modp, H
ooy p g RBNRGEMNANSE . W&
HE S PEAREE P R Y 152 2% 43 ) Gk B b
MLE x,x,,x,,x,€Z » LR N APIH y, =
eg"modp , y,=a“modp , y, =a™modp , y, =
a™ modp -

2) FPIAMCRE ) B B Ay AR . ]
ARHEHIEANG] x, WILEH bR ID, « #EAZ(EE M,

A 1) 88 T, 3B AT 25 4 42 o8 7 28 44 Sign(x,,
ID, | T, || ID,) » FEHIPATE I AT y, I A pis
X E, (ID,,My,.T,,Sign(x,.ID, || T, || ID,)) K %
25 T B AT WA AR I R o T W e
55 FHHFAH x, %A 2 RiEE R, Bikixh
() B 1K) 5 03 2 75 A5 v LA B I i) 385 10 5 1
W A% BT 2 A 1 b ) AR SR A T 2
A M P TR B A& I ACEERL, Qi 34 i
B A AR A W ) RO
FAR SR R, AR S R 12 TR AQ B AL AR AR
SO AR B, IR A A B 7 A
NG PR 452 LS 1] o 152 I A 5 A Jlont v ] AR 2 )
$2 BUAE 5 Cert, = (ID, || validity | T, || W, Sign(x,,
ID, ||validity || T, |W)), b, ID, 2541 # 15
BrARIR, validity F2 T BCE AR BRI AT RN

2019015-5



®2 W

AT AT AR K I I 8 TRV L) <45

B PTAE

FRBAT IR 15
E,(ID,T M,
Sign(x D ||T)| M)

o AR

ZHEH
E, (Cert |(s.K)|Sign(x,(s.)))

TR I 15 o AR B A4

E, (Sign(x ,ID |validity|[T,)|W).ID, | Validit)|T,)| ¥)

iV IR B

1D |ITJIM\)|P)

Lilakiibre- 2
E, (Sign(x ,ID |IT ||M,||P),

B

E (SRIW |ImplK,
Sign(x (S.RW |lmpl|K))

K2 ZHREBURE

], T, & A MU eI ], w2 BT &
PR A, HorP A HEHZ T v A B R S €8 B0 Y
(VA PR FR AR IS AR FE AL A7 8 AR AR I v (] AR
PR R AR R T AR B AR iR, AR
FAT AN R) S HZASINS )RR P 2548, AT ml LA
JiAEHT HAA RAT A A TR B .
Je s BT FRSRAHREAU AL B . AR
A ROU . BB ) 55 R LR I e, T A
WA P9 e £ o e T A B 5 47 A T IR UE

3) WA H LM kez, , 5
K =o' modp flls =x, + kK modq , EJRACEEZE 4
B (s,K) « WRFTA AR (s,K) HAT84, 36
FRUET Cert , « (s, K) FI%244 Sign(x, (s, K)) %
A G S E, (Cert,,(s,K),Sign(x,,(s,K))) RIL

AR, N A (R AR R AR

4) v AQE B B AT RO IR AU B
1F R L E (5,K), BHARRIFER o =
y,K* mod p &AL, e,y AARBE T
(5, AL, WA AR A (5, K) 72 i
BT B AR AR A T, A5 0 rh R QR
YA B BRI ACEEH] T (1 A 4]
¥, WAESBGIE A AT 2, FE BB HEAT i

MR R BT

5) AR B DG R W 4 v AR U ) i 4% 11
PGSR ID, « A M, HE IR
PR P RO R T, R ik g v [ AREE o v (A AR 0T H
FUR S BEAT IR A, BT RS AR A& A5 A
HORRBGEE N, #f, WHKHEH P e E
B M g HEZH P B 5 AR R PR AT
WEw, , AR T H R A AR E AR .

6) HEARHE A IS S, THEACEEAS
YR r=s+x,y, modq , HAEBLHPTAE 4K
FAREEZE A FAEH S IRE Rl N A S FAHTE B
x, o I AR x, BEAT I B P 24 . ARTCK
H ElGamal 7254 77 X W, 4744, a4t
@ﬁﬁmfﬂﬂﬂ%bﬂmﬂ,ﬁ%%mﬁkeﬁ,
TR =o' mod p M S =1"'(m, —rR)modg » (R,S)
RRBEA, R SCE, (RS)W,|[m,| K,
Sign(x,,(R,S) | W, || m, || K)) KIELH P o Hiaf
FEAE P A0 rpad s FH 7 16 S 403 6 I (R AR B
(UD,,W,) -

7) P WIS BRI g R AT 2 . T8
REZ XU A h=y,Ky,”” modp Fl
m), =H(D, || yo |W,) » BilEm) =m, ZA5 WKL,

2019015-6



© 46+ 28 15455 B 2 A AR

CHRE

AL, AR ERAE 44 B0IE A B b s34
S BEATIAE, I Verify(h,W,,(S,R)) =1, Bl
o" =R°h" mod p R AL, #%SE Ko, W
P AR G AR, iz
BUAEIE .

4 ETEEEMERENES

AE— A (OB TP A5 2 ) £ €0 m] LA AR R S5
PAR A B, I Bk T O 4 ) S Uk
e AR, 0 A AN BB e B AT L AR, L
SRAFAZ A O P (A AT B R T 500 I A R F 45
AT JSE B AR IS sl vl ARG A PR U T SRR o AR A
RAER AR, R R0 HA G R A
2PN D

HEXRZM P 5YAN, BT S5%TH
Pt IR AR, AR P R U ) SO AR AL
SCAERTHE AR p RIZEWE, W%
P AL A S AT BEAEL ¢, AR5 AR FH P ep i AL
BRAME AN R At r o TR
FRUIELE Cert, = (E, (r.t, p.Sign(x,.r||t] p)) K
IR ALK AR, AZSBGE S 370
SR P r « RIERRR p LUEON A
MAEAERE e, DEFRY x, X (r, p.0) B4 I X
BNy, B, HECRM P WEHRBSEIE S

S TIEAT T RBUEUER),  H 205 1B A iE
OAMEAERE . TR IRBUBIERE R a e, W
FARFZH A BRURAEEE S, R
JURAR A R AR AR BE L A b R R ABCRR
A AT B AR LL B, AR BT R -

FETTIR IR AT, AREERIBGRE 25 A HIAX
R TR & T A& BRI, bk
/RSN 3AVAL S-  (RP Y (NI ST bU R a1 E 2
Crpy 7 (AL ) A FRIEAR, PRI T A
DI RO R R ML . ] 3 4 AR s 1%
o, BT RO, B AR R A
HINRE.

& 3 i By € DB 4 SR
SRR, P EVF Gl B A H P 4
SR, HP H TREHP E fiEy
M B HP A 555 @SR R A7k
TV Ay By C AT LA, 2T B
T ERIRE 2 AL, o, HI 4. B,
C MNH BEIE R G, D ERG WL
P, AR RS H N R B
AN B O3 U RE T L8 Y R e B A AU AIE
Cert,,, =(E, (r.t,p,Sign(x,r|[t| p)) > RIZ K
SUORTFIA O BRAMEAERE, b, I Rl 5%
ANBER A UEREAT AT . W) M T, BT

3 HIRA

2019015-7



®2 W

AT AT AR K I I 8 TRV L) .47 -

A5 T FARIRI Y 2 JCiRAT 204 iU (1
BBUEUEI, T3 A3 2 02— N IRBUE IR B,
FLrr 2 el Y 7 214 1 0% A ik b R B
BRI A MU RIS EE . #lhn, I H AR
A5 R AR, FEERAG I SR ABSEAIE 2
(Cert,, , ,,Cert, ,,Cert, , ,Cert, ), HHH1E
FEREE th BT PR S O AR A AR AL
TSR . [ SRAG I R B EIE L — ]
PR APESE R, LA A R RS B AR TS
FEUEBE BB AL S MR A v BT
Ko BRI trust THEL 2 DNEER R R R T
A RAMGAELR, HR&E path v 5% R 4
, g g R, BIEEAEIE, Hr A B
RAHu, «u, ,
path(u, <—u,) =
{trust(u1 —u,), n=1

f(path(u, <—u, ), trust(u, , < u,)), n>1

U, U, 5, **° U < Ujo

1A B R R G AT P S AT
PREL, HNARAE 2 N BB, XTI S
B NATATEVE G AR RS, i IR A2 0T 1R B )
AIERE, RIXET Ve,,¢, €[0,1], W2 £(1,1,) €[0,1] 5
B SR EEREAR T MR IEE
FE, BIBEAE AR AL 6 1R BE RS I, SRAFACBR
MG AT RE TR R, A IR AR £ o
B ik AR/ MBS . XTI,
REA R0k F P AU UFAE T AN SR E T S AT
FEARTRE: 0 T EUR MESE, ML BT UE
s/ NEE A REEAE A R P IR SR S AR

gr b PR, FH P B AR IO (A5 A B A X
P TR 1L e P A BB R MG AL
HAUGBRAE N A3k, H P AR k), &
W35G FOBRaZE 1) FH P R A R R ) W] e
HAK . A SCTT ST W 1 A L BB v )
FARCBR AT 4538, SEBL T XA R AT B FH P 1)
il gl [, FH P AR5 AR AN 2 [ 5 AR

(K1, i AE BN Ta) Py B P )1 5C R A4 3
SR, EAEEI ] B R AT AR
SRR, Dk, P AR AN RIS 18] 5 R
I R BESRATAN R 18 U7 T AL BR o

5 REMESH

ZACI BT TR 1) A i AR 25 42 B R ¥
FH, T2 A AR R A 44 T 58 T B3 A2 T B UF
Pev ARRIATE AT PE TR PR RIS ] il
RS g, A SO X L8 & 0 iy 8 22
FESZ AL 22 A PEEAT 43 BT o

1) wJEErE

AIREME AR P AR R G A FFSHAR
PS4 RHARER A 44 (1 LA DA R v (] AR 473 11
A Ve EAT B UE o A 0T F i A5 A
Verify(h,W,,(S,R)) =1 &5 AL, AL, W
A AR B2 44 2 A 2801 L v ) A BRI B 0 G %
(K50 FH P AE 56 UE AR B 25 44 I FH (K36 3E A 61 A v
RS T A A A H y, » RS T R EE A
v, JFHARATE WL E SRR, HIIRUEACEE A
ST 3 B AT AR B AT = A TR AR B 1 3 [ 452
BUOR AT LA, R P AR 1A R A8 4 0
G ID, Ay, RWFFTAENATHELE, H
FEgHsnIE, A AR BAUE S
E WA m, = HUD, || y, || W,) J& 15 AL, 4 1K

AL, WRHHERE A (AT R EAT S0, UE I T

h=y,K*y, mod p =a*a™ ™" mod p =

X, +kK+x
a

»» mod p=a’ mod p
V,=a" modg
V, =R modp=(a') "™ (o) mod p=

m,—rR+rR

mod p =a" mod p =V,

2) AnRIAtE

WA B AR BE R AR R =+
x,y,modg = x, + kK +x,y, modq , HH[A] 44 5%

2019015-8



<48 P 2 1545 WL e A CHRE

WA A M AR RS S, B &
T AT 35 AN BE AT A R At 452 B0 T A B0 B kAT
254, T AR A BE AT VR AR RS 44 2
HAR, —# AR ZFE AP i A
A -

3) ANHy it

ARBRZE A4 FA AL 25 v TR AR (R AL A IS
MHAFAH A Be i T AREE B4R, PRI AR A AN
Rethid th A A4 A AR A B0k
KW h=y,K*y» mod p=a"mod p KA
B r, FFEEHE B EOSE L, ARSI
SR AR B O B8] A IR, BT, BR T R E)AR
B, AR T AT AR N ARG AR T AR ) 44
S AT R AR A 44

4) Al

H T 7 AR R A8 44 AL B o A, 5 v ) AR ) A
B, DR AT R T e TR AR B R 2 1A B A e A
AR AL B AP, ATRARERAE 44 147 Rk
HHATIAE . AT A0 £3 BACEEEE 2 1 FH - A mT LA ik
H T A1) 23 FH A 5 v ) A QP B 5 5 09

5) AT

Al BE A7 AE PR AR B OR AR BE 2R 4 FA
s =x, + kK mod g 73 5 45 FoAb FH 7 BEAT AL 1
o, AR LA HA S W& I # IR E
B P s gy, ] LI 4
s Ft A= st I 5T At fh e A 8 2B R
H 12w AR PR IR 58 . fEA ST =,
r=s+x,y, modg=x,+k-a" +x,y, modg , "
ARER IR ZL O AT AR IR A A AL, 5 2 A0l
x, Ml ke, 3 e T8 I SR AR 25 TN B n) 4 fieds 21,
TR AR SC 7 8 v SRAg 8 FORT 50m) R0 PRI AE TR o

6) s PR

o AR B 25 42 I AR 44 AR T e 4
JITAT 35 AL AT o [ AR (R FASH

gr bRk, A7 S RATE G ) RIS

xR, I B AR/ DB A 28R, 1207 R L
SCONZATEARUNS B T E BRI n] s, 2%
o A R HE LA 3 )i, % BT A
IR ACHAN LA I L 5381, 20 SO R h
T AR P SR R T SIS AT B T AR R [
BB, PR3 T B8 BT IR R

6 ZEFRIE

AL TR T R ARE I RAT B
Vi PTG, B SR A R I I v A S SR
A% T AT 5 e FE AN BRI 80 RE R 47 14 1)
AR, BT R A A R TR A AR
FERRANLE], o A AQ AR B B A VAT
PR B 20 B 2 T IR R A s L AE T
ARBERE 44 AL oh B4 P AT A8 A [ AR ) 7R
J8s Bl ke 2 T A A T A REAT B AR )
AL, PR T RLBRABUR S DRI s BEXE P U7 1) ik
W e 6 IS () A QB B BB ) AL, JR T Fh
SEAFAR LI U i P BIBLED, AR 2 T A
TR ARG il R, AR P 37 0 &
Jt A RV A A RN B8 B AT 8 B KA A Y
(B RE R 17 3L
Sk

[1] JINJ, GUBBI J, MARUSIC S, et al. An information framework for
creating a smart city through Internet of things[J]. IEEE Internet of
Things Journal, 2016, 1(2): 112-121.

[2] MC-KINLAY P. Make way for smart cities: opportunities, chal-
lenges and capacities of New Zealand local governments[J]. Asia
Pacific Journal of Public Administration, 2017, 39(4): 297-303.

[3] SANDHU R S, COYNE E J, FEINSTEIN H L, et al. Role-based
access control models[J]. Computer, 1996, 29(2): 38-47.

[4] ZHANG G, TIAN J. An extended role based access control model
for the Internet of things[C]//2010 International Conference on In-
formation Networking and Automation (ICINA). 2010: 319-323.

[5] FUY, YE C. Using XACML to define access control policy in
information system[C]/IET Conference on Wireless, Mobile and
Sensor Networks (CCWMSN 17). 2017: 676-679.

[6] LI N, WINSBOROUGH W H, MITCHELL J C. Distributed cre-

2019015-9



o5 2 3%

RTUEE R AT A% BRI JE 52 B TR AT VT L <49 -

[7]

[8]

[91

[10]

[11]

dential chain discovery in trust management: extended ab-
stract[C]//ACM Conference on Computer and Communications
Security. 2016: 156-165.

KOLEV A, COBANOV S. Trustbac—integrating trust relationships
into the rbac model for access control in open systems[C]/ACM
Symposium on Access Control Models and Technologies. 2016:
49-58.

LG, VR, ARAE. AR 15 AT L R ] AT AUS
M) BAEAR,2017,18(8).

ZHAI Z D, FENG D G, XU Z. Fine-grained controllable delegation
authorization model based on trustworthiness[J]. Journal of Soft-
ware, 2017, 18(8).

YU J, WANG G, MU Y, et al. An efficient generic framework for
three-factor authentication with provably secure instantiation[J].
IEEE Transactions on Information Forensics and Security, 2016,
9(12): 2302-2313.

XUE K, MA C, HONG P, et al. A temporal credential based mutual
authentication and key agreement scheme for wireless sensor net-
works[J]. Journal of Network and Computer Applications, 2017,
36(1): 316-323.

JIANG Q, MA J, LU X, et al. An efficient two-factor user authenti-
cation scheme with unlinkability for wireless sensor networks[J].

Peer-to-Peer Networking and Applications, 2016, 8(6): 1070-1081.

HEEEIT]

RFERK (1977- ), B, ILHLHBAN,
o, IR K G A5 (0] 2 A2 B B A%
FBWS 5 I B BNIAE A, YIBEM 2%
A R AT

B (1992— O , &, WL,
N S A e X % B IDIE /) S
W 22 4

HHERE (1952— ), B, {whmEA, 9
+o, KegREHEEE, TEENIT Ry
DR 4 2 4,

2019015-10



	05-180129-‰⁄â

